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Secure Deduplication with Efficient and Reliable 

Convergent Key Management 

ABSTRACT: 

Data deduplication is a technique for eliminating duplicate copies of 

data, and has been widely used in cloud storage to reduce storage space 

and upload bandwidth. Promising as it is, an arising challenge is to 

perform secure deduplication in cloud storage. Although convergent 

encryption has been extensively adopted for secure deduplication, a critical 

issue of making convergent encryption practical is to efficiently and 

reliably manage a huge number of convergent keys. This paper makes the 

first attempt to formally address the problem of achieving efficient and 

reliable key management in secure deduplication. We first introduce a 

baseline approach in which each user holds an independent master key for 

encrypting the convergent keys and outsourcing them to the cloud. 

However, such a baseline key management scheme generates an enormous 

number of keys with the increasing number of users and requires users to 

dedicatedly protect the master keys. To this end, we propose Dekey, a new 

construction in which users do not need to manage any keys on their own 

but instead securely distribute the convergent key shares across multiple 

servers. Security analysis demonstrates that Dekey is secure in terms of the 

definitions specified in the proposed security model. As a proof of concept, 

we implement Dekey using the Ramp secret sharing scheme and 

demonstrate that Dekey incurs limited overhead in realistic environments. 
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Data deduplication is a technique for eliminating duplicate copies of data, 

and has been widely used in cloud storage to reduce storage space and 

upload bandwidth.  

Promising as it is, an arising challenge is to perform secure deduplication 

in cloud storage. Although convergent encryption has been extensively 

adopted for secure deduplication, a critical issue of making convergent 

encryption practical is to efficiently and reliably manage a huge number of 

convergent keys. 

The advent of cloud storage motivates enterprises and organizations to 

outsource data storage to third-party cloud providers, as evidenced by 

many real-life case studies.  

One critical challenge of today’s cloud storage services is the management 

of the ever-increasing volume of data. According to the analysis report of 

IDC, the volume of data in the wild is expected to reach 40 trillion 

gigabytes in 2020. To make data management scalable, deduplica- tion has 

been a well-known technique to reduce storage space and upload 

bandwidth in cloud storage 

 

Proposed system: 

We propose Dekey, a new construction in which users do not need to 

manage any keys on their own but instead securely distribute the 

convergent key shares across multiple servers.  

Security analysis demonstrates that Dekey is secure in terms of the 

definitions specified in the proposed security model. As a proof of concept, 
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we implement Dekey using the Ramp secret sharing scheme and 

demonstrate that Dekey incurs limited overhead in realistic environments. 

Security analysis demonstrates that Dekey is secure in terms of the 

definitions specified in the proposed security model. In particular, Dekey 

remains secure even the adversary controls a limited number of key 

servers. 

Hardware Requirements: 

 

• System  : Pentium IV 2.4 GHz. 

• Hard Disk  : 40 GB. 

• Floppy Drive : 1.44 Mb. 

• Monitor  : 15 VGA Colour. 

• Mouse  : Logitech. 

• RAM   : 256 Mb. 

 

 

Software Requirements: 

 

• Operating system  : - Windows XP Professional. 

• Front End     : - DOTNET 

• DATABASE  : - SQL SERVER 2005 

 

 

 


